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Abstract—Supervisory Control and Data Acquisition
(SCADA) system is one the most significant cyber-oriented
components of management circuit for any complex
hierarchical infrastructure. The effectiveness and performance
of the SCADA system depends on a number of relevant factors
including a possibility to utilize additional cloud resources. Of
particular note, the cloud services can apply in order to create
concurrent redundant system for implementation of disaster
recovery feature of SCADA information resources during
different deliberate malicious impacts and intrusions. However,
in spite of the fact that usage of the cloud services allow to
enhance functionality of SCADA system, there are
dependability and cybersecurity aspects for their joint
utilization hat keep to remain a serious challenge for service
personnel and users. In this paper, authors propose to employ
analytical and stochastic modelling in order to get a numerical
dependability assessment for SCADA system with realization of
the cloud resourcing support considering influence of diverse
negative factors. Furthermore, developers can utilize these
modelling results in order to perform justification of overall
functional requirements of the SCADA system.

Keywords—SCADA architecture; systemic failure diagram;
reliability block diagram; Semi-Markov Modelling Process;
dependability assessment

L INTRODUCTION

The contemporary management modules for critical
infrastructures usually build based on the use of Supervisory
Control and Data Acquisition (SCADA) system. In fact,
SCADA contains hardware equipment, software applications,
different remote devices and relevant networks layers of
server implementations [1]. In this, to create quite effective
functioning SCADA system, developers should keep up with
different achievements in the area of contemporary
infocommunication technologies. In particular, utilization of
power cloud computing resources and technologies. At the
same time, manufacturers may apply cloud resources in order
to improve dependability of SCADA system taking into
account diverse malicious deliberate impacts and intrusions. It
is noticeable, that different deliberate malicious impacts will
eventually lead to descending availability level of SCADA.
This important circumstance should be taken into account by
developers. They should always remember that the
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dependability aspect is significant since SCADA system
interacts directly with critical infrastructure and other complex
critical systems.

Developers should also try to create effective functioning
SCADA system, which can simultancously perform great
numbers of processing operations for input information data
streams. This complex task can be solved by usage of much-
needed additional cloud resources. From this point of view,
researchers should remember that the cyber physical nature of
SCADA and cloud computing systems gives more
possibilities for different intruders to implement negative
impact using malicious traffic and other incriminating actions
[2].

In this regard, threats and vulnerabilities can eventually
lead to various negative events for SCADA system. Therefore,
in order to compline necessary requirements and to ensure
effective functioning of SCADA, service personnel has to
create effective response system to malicious deliberate
impacts and invasions, considering as well other negative
events namely, sudden and hidden failures, accidents and
incidents, etc. Moreover, according to study conducted by
different groups of scientists, most of all parts of SCADA
failures are occurred due to negative events such as data
breaches of computer systems and hacker attacks on cyber
assets of great network providers.

In the proposed paper, authors consider a concrete issue
pertaining to additional cloud resources provisioning to
improve dependability and cybersecurity of SCADA system.

II. RELATED WORKS

Let us try to perform analysis of related works pertaining
to dependability and cybersecurity requirements for SCADA
system. In that connection, significance of some control and
monitoring provisions for technical and information states of
the SCADA components should be noted. In particular,
nowadays researchers and service personnel cannot neglect a
possibility to improve dynamic features to management and
control systems for different critical infrastructures based on
the use of field-programmable gate array (FPGA) devices.
Through implementation of energy consumption, throughput
and trustworthiness principles, the checkable FPGA design [3],
which allows to improve the SCADA performance, can be

















