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BCBKOI'0 0OAGCHOIO LIEHTPY 3aMHATOCTI
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apos IOpirn ITaBaoBrY, Nepuini 3acTynHUK AupekTopa APIAY HAAY npu Ilpe3upeH-

TOBI YKpaiHH, A-p HayK 3 Aep’KaBHOTO yIpaBAiHHS, npodgeccop
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INTERNAL AUDIT AND CLOUD INFORMATION
SECURITY

A. O. X0oAaKIBCBKQ,

K. e. H.,, AOLEHT, AOLeHT KagheAPH OyXraATePChKOro 00AIKy Ta eKOHOMIYHOr0 KOHTPOAK),
IMoaTaBcsKka AepikaBHa arpapHa akajemid, M. IToaTaBa

B. A. IIrakKcieHKo,

A. e. H., mpogecop, 3aBiAyBay KageApH GYyXraATepCsKoro 00AIKy 1a eKOHOMIYHOI'0 KOHTPOAIO,
IToaTaBCchKa AepsXaBHa arpapHa akajaeMia, M. IloaTaBa

FO. M. Tpn60BCEKa,

K. e. H., AOIEHT, AOHEHT Ka(eApH OyXraiTepCchbKoro 001Ky Ta eKOHOMIYHOIO KOHTPOALO,
IToaTaBCEKa AepXKaBHa arpapHa axkajemid, M. IloaTasa

BHYTPILIHIV AYAUT I XMAPHA IHOOPMAILIIMHA BE3ITEKA

In the past decade more and more companies moving their operations to the Cloud. In each case the reason
for this decision is different: some are looking for a better ability to stream]iqe the company processes and
workloads and gain more robust organization flexibility. Others are after fasterapplications deployment and an
ability to expand in different business areas. On the other hand, some companies just want to standardize their
IT-capabilities by providing more unified soffware solutions across the en terprise. However, there are a few
common grounds between all of these companies in their decisions. Firsf, they want to cuf cost fon technology
infrastructure as well as software licensing). Secondly, they want to become less dependent on the delivery
platform at the same time as get easier adaptable to changes in the IT-environments. Third, they want fo get
closer to their customers by providing new services and marketing programs at the same time as getting that
done more efficient and cheaper. Fourth, these companies want to change their capital investment structure by
reducing the cost structure. The number of benefits for the companies moving to the Cloud is endless; however,
the potential security cost increases significantly as well. By moving to the Cloud, the companies losing one of
their most valuable assets: ability to control theirunderlined infrastructure and creale self-governed environments.
On the Cloud this responsibility will be fully delegated to the Cloud service provided. In most instances, the
space on the Cloud servers will need to be shared across multiple non -related companies, where some of them
might have different standard of internal security and creale extra, unnecessary traffic to the shared servers.
That unrelated traffic might slow down all renters located on this Cloud server. Finally, the com panies will expose
theirdata to outside world as never before. That can create an opportunity to the malicious individuals to steal
and compromise the information. Without adequate security protfocols, established intrusion detection
mechanisms, and full understanding of possible risks, decision to move to the Cloud should not be made. But
even after the decision is reached, a search for the Cloud service vendor must be done in the very meticulous way.
A common determination what data to put on the Cloud and what not must be accepted and verified on all
technical and business levels of the company. And finally, an appropriate level of the data security and encryption
must be established and enforced. This article will review risks and benefits of the decision to move to the Cloud
in more details and address some aspects that companies need to take into consideration before making such
type of move.
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EKOHOMIYHA HAVKA

B ocraHHE AecITHAITTS Bce GiabmIe | GiAbIIe KOMIaHIH 1epeBOAATE CBOI onepayii Ha Xmapy. Y KoKHOMY
BHIaAKy IPHYHHA OO0 PillleHHs pi3Ha: AesKl IyKaloTs Kpauly 3AaTHICTb CIIPOCTHTH IIPOLjeCH, po00Yi HaBaH-
raxkeHHd KoMIIaHii | OTpaMaTH BeAHKy THyYKICTh opraHizanii. Aeski — OiAbII HIBHAKOIO PO3rOPTAHHA AOAATKIB
i MOKAHBOCTI po3IIHPEHHH B PI3HUX chepax 6izHecy. 3 IHIIOro OOKY, AeSKI KOMIAHIi IPOCTO X0YyTh CTAHAAP-
ru3yBaTH cBoi IT-MOXAHBOCTI, HaAaro9H GiAbII YHI(IKOBaHI IporpaMHi pillleHHs A BCbOTO0 IMIAIIPHEMCTBA.
Ipore € KiAbKa 3araAbHHX IACTaB A BCIX [HX KOMITAHIH B iX pIlIeHHAX. Ilo-meprre, BOHH X049y Th CKOPOTHTH
BHTpaTH (Ha TeXHOAOTTYHY IHQPACTPYKTY Py I AijeH3yBaHHA IPOIPaMHOro 3abesite verHg). Ilo-Apyre, BOHH XO-
9YTH CTaTH MEHII 3a)EXKHHMH BIA INaT(OpMH AOCTABKH | 0AHOYaCHO Aeriule dAalITyBaTHCA A0 3miH B IT-cepe-
aoBumax. ITo-TpeTe, BOHH X049y Th CTaTH OAHXX Y€ A0 CBOIX KAIEHTIB, IPOIOHY0YH HOBI IIOCAYTH I MADKE€THHI OB
Hporpamm, 0AHOYACHO POOASTYH 1je GiAbII eheKTHBHHM i AemeBmuM. [To-4eTBepTe, i KOMIaHIi X07yTh 3MIHHTH
CBOKO CTPYKTYpPY KamiTaAOBKAdA€Hb, CKOPOTHBINH CTPYKTYPY BHTPAT. KiABKICTh 1lepeBar AN KOMIIaHIH, Ikl
mepexoAaTs Ha XMapy, HeckiHueHHa. IIpoTe IoTeHUIHHA BaPTICTh 0€3MEKH TaKO0JK 3Ha9HO 3POCTaE. IeperitroB-
i Ha XMapy, KoMIOaHii BTpavyaroTs OAHH 31 CBOIX HAHIIHHIIIHX AKTHBIB: 3AaTHICTH KOHTPOAOBATH CBOKO BAAC-
=Y IHbpacTpyKTypYy | CTBOpIOBaTH caMokepoBaHi cepeaosnma. Ha Xmapi 1j9 BIATOBIAaABHICTS OyAe HOBHICTHO
AeAeropaHa KoMIaHii, 9ka Haagae XMapHi HoCAyTH. Y 6iAbIIOCTI BHOdAKIE IPOCTIp Ha XMapHHX CepBepax Moxe
GYTH pO3II0AiA €HHI MK KIABKOMa HeIToB I3aHHMH MIX CO0010 KOMIIAHIIMH, A€ OAHI 3 HHX MOKYTb MaTH DI3HI
cTaHAapTH BHYTPIMIHBOI Ge3meKH | CTBOPIOBATH AOAATKOBHH HEIOTPIOHHH TpaiK AAd 3araAbHHX cepBepIB.
Ieri HermoB 'T3aHHH TPApIK MOJKe YIIOBIAbHHTH POOOTY BCIX OPEHAAPIB, pO3TaINOBAHAX Ha IbOMY XMAPHOMY
cepsepi. Hapemri, Komnasii 6yAyTs BIAKpHBaTH CBOi AaHI 30BHIIIHEOMY CBITY, 4K HiKoAH paHimte. I]e mosxe
CTBOPHTH MOXAHBOCTI 3A0BMHCHHKAaM BKPACTH | CKOMITPOMETYBaTH Lo iHgopmayir. bes ajeKBaTHHX IPOTO-
KOAIB Oe3lleKH, BCTAHOBAEHHX MeXaHI3MIB BHABACHHS BTOPTHEHb I IIOBHOTO PO3YMIHHA MOXAHBHX PH3HKIB,
pimenHs npo nepexi) Ha XMapy He HOBHHHO IPHHMATHCS. A\e, HABITh ICAA TOr0, K PillleHHS OyAe IPHHHATO,
HomyK MocTa4aibHUKa XMapHHX MOCAYT MOBHHEH OyTH BHKOHaHHH AyKe peTeAbHO. 3araAbHe BH3Ha9eHHS
roro, gki AaHi moMimary Ha XMapy, a AKi Hi, CAIA DpuaMary | IepeBIpsaTH Ha BCIX TeXHIYHAUX I OI3HeC-PIBHAX
xommaHxii. I, Hapemti, HeoOXAHO BCTAHOBHTH I 3aTBEPAHTH BIAIIOBIAHUH DIBeHb O€3IEKH Ta HH@pyBaHHI Ad-
aux. Y it crarti 6yAe Gilbil AOKAGAHO POSIASHYTO MHTaHHA IIPO PH3HKH Ta MEePeBary pilleHHd 1Ipo 1ePexiA
#a XMapy i po3rAsaHyTo AesKi aCHeKTH, SKi He0OXIAHO BpaxXoByBaTH KOMIIaHISIM, IePII HIXK POOHTH MOAICHI A Ii.

Keywords: Cloud based services, Cloud system management, SaaS, PaaS, 1 aaS, data security, sysiem vulnerabilities,
DevOps.

Kaouo6i caroba: xmapui cepbicu, ynpabainus xmapwumu cucmenamu, SaaS, PaaS, l1aaS, 6esnexa danux, bpas-
aubBicmo cucmemu, DevOps.

PROBLEM DEFINITION
Growth of the Cloud based computing platforms forced

PRESENTATION OF THE RESEARCH MATERIAL
According to the general definition of the Cloud

a significant number of companies around the world to move
their applications and services to there. Such type of move
can improve the life hood of the company and give it a
significant advantage over its competitive. What pros and
cons of this decision and how internal auditors can help
senior leaderships of the company to make the right decision
will be discussed in this article.

ANALYSIS OF THE LATEST RESEARCHES

AND PUBLICATIONS

Researches of the risk and benefits of the migration o
the Cloud and possible recommendations on this process
were a center points of the publications done by The Dailas
Chapter of the Institute of Internal Auditors, Gartner
Research, Sandy Pundmann, (U.S. managing partner,
Internal Audit) and Clay Young, (partner and U.S. IT
Internal Audit practice leader),gDavid Linthicum (Chief
Cloud Strategy Officer, Deloitte Consulting).

TASK DEFINITION
Describe costs and benefits of the decision to move
company applications and services to the Cloud and what
kind of preventive mechanisms need to be established to
make this transition successful and cost effective.

computing, itis a model that enables on demand availability
of the network pool of the shared configurable computer
resources (data storage, applications, servers and etc) that
do not require direct constant and persistent management
by the end users. These Cloud-based resources can be easily
provisioned for specific purpose and task by the company
that lease them and release after the need for the themis no
longer there [1].

gI'he Cloud computing is usually represented in the way
of three service mogels (platforms):

1. Software as a Service (SaaS) — in this model, the
company runs application (owned/rented/licensed to the
provider) on the infrastructure platform provide by the
vendor and these applications accessible Eom inside (or
outside) of the company network on authorized devices. The
company that rents the service does not manage nor
responsible for the Cloud infrastructure but can be
authorized to make application configuration settings that
affect user experience of the company employees or
customers P; 8.

2. Platform as a Service (PaaS) — this model allows
companies that rent the service to deploy to the Cloud
proprietary, self-developed, or licensed to renter com%any
applications that can must by supported by the Cloud
service provider. Still, as in the previous model, the company
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that lease the service does not have an ability to manage
the Cloud infrastructure but can control deployed
applications and their settings [1; 8]

3. Infrastructure as a Service (IaaS) — that model gives
the company that lease the service the most options, like
deploying software package and applications of the
company choice on the operation system selected and
configured exclusively by the client itself. The company can
also manage Cloud storage, networks and Cloud workflow

rocessing. Desgite the fact that even in this situation the
ease company does not have a direct control of the Cloud
infrastructure and OS. However, all other aspects of the
network controls are present [1; 8].

What model company choses depends on multiple
positions, such as importance of the data that will be store
on the Cloud and data privacy issues; ability of the Cloud
provide to protect data from unauthorized access; type of
application that company plans to move to the Cloud and
access level across multiple regions, ability of the Cloud
service provide to meet changing demands in service on the
rapid basis, and of course, cost of the change compare to
the current level of expenditures. The risk o? moving to the
Cloud will always be tﬁere; however, the current adoption
rate signifies a notable point where Cloud adoption became
2 mainstream venue. The numbers below just support that
statement:

1. As of end 2019 year the global Cloud computing
market is projected to reach $258 billion. According to the
forecast, that number will more than double by 2023 and
should be reach $623.3 billion [2].

2. As estimated 90 % of small to medium to large
companies have their presence on the Cloud already with
aﬁproximately 60 % of the workload running there. And
that number is just going to increase year over year.
Considering the numbers above, about 1/3 of the IT budget
these companies already designating for the Cloud
development [3].

It is worth to mention, however, that small and medium
companies with expectation of the rapid growth, are more
acceptable to the Cloud move compare to the large
organization with large IT departments that tend to stay
on the sidelines (to the most part). That is due to the cost of
the move (monetary as well as reputations risks because of
the possible data breaches), opposition from the upper
management due to the upfront investment in the
technology, and not definitive cost advantage (as of the
current moment), as well as a need to change the established
business process. With all of that holds true, the large
companies are also moving to the Cloud (on the slower pace)
because of the major shift of doing business in the modern
digital world.

3. Cloud infrastructure spending is going to reach
aggroximately $80 billion by the beginning of 2%19. That is
69 % increase compare just to 2017 where the same spending
was $5) billion [4].

However, everything shown above is just an illustration
of the trend. The question is: why this trend even exists
and what company can gain from moving to the Cloud?
First and foremost, the companies are looking for their
bottom lines: cost and revenues. Businesses seeing in this
migration a huge saving opportunity in outsourcing
maintenance and support of data centers, supporting
infrastructure, and labor cost. That is alone might save
some companies up to 1/3 of their IT budget annually.
Other driving force behind the move is software
maintenance and rapid deployment of the application
packages across the enterprise. In the traditional
environment at least 30 % to 40 % of the time and efforts
sugport personal spend on testing, verifying, and installinﬁ
software patches to different servers and platforms, as we
as monitoring ongoing activities and providing
infrastructure support. With the Cloud solution, all of that
will be transferred to the Cloud service provider. Finally,
there is one more aspect that worth to mention: more and

more companies want to have not just a content on the
Cloud to be distributed to the end user but being able to
use this content in combination with different social media
platforms, perform data analytical functions, apply
elements of artificial intelligence (AI) tools in the their
offering as well as data gathering and data manipulation
mechanisms in the internal networks. Above all, the Cloud
solutions offer companies an easy, fast, and efficient way
to communicate with different categories of customers
(current and future) and provide a much more targeted
marketing campaign [5].

All of the above means one thing: moving to the Cloud
will be inevitable action for majority of the small to medium
and to some extend for large companies in the next 10 years.
The role of the internal audit committees is to evaluate the
risks of the adoption and find the best balance between
benefits the Cloud platforms offer and potential exposure
to the risk factors this new technology poses. To do that
correctly internal auditors need to understand a few key
factors:

1. Scalability of the Cloud platforms and DevOps
development.

One of the main advantages of the Cloud solution is its
scalability. In a few words that technology can be explained
as on demand increase or decrease of the available
resources (capacity) due to the current business needs.
That mechanism is a huge selling point for any company
to move to the Cloud. In essence, such approach is very
expensive to introduce on the in-house networks when all
of the infrastructure needs to be bought, configured, and
released to production well in advance of the growing
demand. That is especially expensive for the companies
which cannot predict a demand for their product on the
medium to long range. That means a big risk to these
companies with investment in the hardware and software
that might not even needed. The Cloud solution solves that
problem in an instance. The peak demands can be easily
met but allocating necessary processing power, storage,
and bandwidth on the moment notice. Also, most of the
companies do not rely on just one Cloud. They use a hybrid
approach where different applications operate on different
Clouds. That creates a sort of a guarantee that at no time
all of the processing workflows will be offline due to
unforeseen circumstances [6].

The other attractionof the Cloud based solution is a
DevOps development lifecycle. The Gartner definesitas a
method that represents a global change in the IT life cycle
development and focusing primarily on "...rapid IT-service
delivery through the adoption of agile, lean practices in the
context of a system-oriented approach” [10]. This technique

ut a focus on people, people's culture and coo eration

etween development teams. The main goa of this
technology is to utilize automation tools and put focus on
increasing use of the dynamically programmable
infrastructure from the view point of the life cycle of the
product.

Atits core, DevOps is a set of centralized platform tools
that allow developers to respond to the business needs ver
rapidly and without any latency that usually surrounds
traditional software development methods. All of that with
the lower cost, and shorten development, testing, and
deployment cycles, because of its centralized nature.
Currently, most of the Cloud service provides support
DevOps and its continuous integration and development
strategy. That native support o the tool and established
integration with the Cloud infrastructure, lowers the
development and ocferational cost of the in-house
aEplications and provides better centralization management
of the whole Cloud application environment [9].

However, the same mechanism that makes Cloud
solution so attractive can also poses a danger. Miscon-
figurations, security holes, software and hardware
vulnerabilities, data transmission without proper encryption
and etc create a honey pod for attackers. Even looking on
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something as simple as a password protection between
different Clouds, can show what problem is that. In theory,
each Cloud and possible even eacﬁ container within a Cloud
should have its own administration management console
with specific set of rules, privileges and access level.
However, that might not be a case in the fast pace changin

environment where driving force is DevOps system. Wit

that many changes happening rapidly on very regular basis,
such precautions can ge "forgotten” or circumcision. To
avoid that, and enforce the security rules, internal auditors
must be familiar with this concept and technique first hand

9].

4 2. Company internal data security rules and regulations.

Regardless of the Cloud company choses (private or
public) and the subscription model (SaaS, PaaS$, IaaS), the
company itselfstill does not have a full control of the Cloud
infrastructure, nor OS this infrastructure operates on, nor
the whole security protocols the service provider has.
Because of that it is imperative for the internal auditors to
understand and enforce strict rules and regulationsin regard
to the company data usage and access authorization, full
understanding of the safeguard mechanisms vendor applies
to their assets, level of the security compliance the vendor
has and what steps it takes to keep it on the constantly
acceptable level [7; 8].

.Data storage, manipulation, backup, transmission and
adequate level protection.

ecause of the nature of the Cloud platform, the data
will always be saved on the Cloud platform and travel
between Clouds, network servicgs, applications, databases
and etc. The users will see it on the Application
Programming Interfaces (API). That weakness can be
exploited by the attackers to get unauthorized access. To
establish a satisfiable level security for the data storage, use,
and transmission, the following mechanisms need to be
established and enforced:

I. Establish organizational access level of the data and
classify all of the customer, proprietary, and private data
based on the access level.

I1. Enforce security of the user and system accounts by
enabling complexity level of the passwords and password
expiration date of no more that 30 days (system accounts
need to use random password generation techniques with
the password vault storage approach).

I11. Prevent use of the default password on all levels.

IV. Encryption of all of the transmitted data (between
the Clouds to the network and back) and keeping customer
and private data encrypted in the database as well.

V. Disaster Recovery should at paramount importance
10 any organization. Itis even more critical for organizations
saving their data on the Cloud. Before any plans to move to
the C%oud will take shape, it is necessary to verify data back
up solutions (based on the local network and the changes
needed due to the Cloud migration, Also, it would be wise
1o testa verify a fall over solution if a need to switch between
servers and Clouds will ever arise (to prevent interruption
of the service). Data recovery benchmark and protocols
need to be verify based on the internal security standards,
practices and regulations. Each solution needs to be tested
again before migration to the Cloud takes place as well s
aiter the migration [7; 8].

1. Company insider thread analytics.

R_egardfess how good is the outside defense system, the
biggest threat can lay from inside, from the company own
employees. By using malware or any sort of social
engineering tools or any other mechanisms pinpointed to a
specific employee or employees sophisticated attackers can
bypass all of tﬁe layers of security and steal the company
secrets and customer private data. To prevent that from
happening is very difficult. One of the ways to avert it can
e repeatable training exercises of all employees where
possible types of social engineering attacks will be explained.
That trainings should go hand-by-hand with established
powerful identity anc% access management framework
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(LAMF) and privilege management set of tools. Each of these
Ergecih?nisms need to have to very sophisticated log system
;s 111

2. System Incompatibilities.

Insome instances, some applications and tools that work
across network enterprise might not function properly on
the Cloud platform. Because of that, it is imperative for the
internal auditors to identify such type of incompatibilities
to prevent inadvertent situations where incorrectly
functioning apIplications create holes in the protection
system and allow third parties to access privilege
information. Attackers can exploit such misconfiguration
to gain access to the system and remain undetected for a
lon%period time. That might have very dare consequences
to the company reputation [8].

3. Cloud service provider security.

Even if the company itself (as a renter of the service)
does not manage Cloud infrastructure, the internal auditors
must understand, verify and enforce a few security aspects
of the Cloud infrastructure security and the way how the
service provider manages it.

4. Cloud Service Provider Security Protocols.

— Network Segmentation must put in place by the
Cloud service proviger in any multi-service environments.
That segmentation should isolate resources allocated to
one instance (the company that lease a resource) from all
others. That segmentation needs to include container,
application, OS, and other types of separation in order to
prevent un-authorized access to the data, verify constant
amount of network resources allocated to the company
share and to limit exposure to multi-cloud breach
attempts.

— Discovery and Onboarding of the new and existin
Cloud instances and related assets must me fully automated,
grouped into sub-clouds and managed by the lease company
or provided to the lease company as service by the Cloud
management company. Each of these sub-clouds must have
its own security and password management mechanisms, to
prevent crossintrusion attempts.

— Identity and Access Management (IAM) system
will always need to be in place and operational. Process
of the search, verification, and prevention of the for
general system vulnerabilities need to happen on the
regular basis.

— Presence of the container's (virtual place on the
Cloud server that is designated for the company data)
account activity monitors. That monitoring should
include identification and segregation of the API calls (to
prevent unauthorized activities) and logging and
verification of use of the management console on the
Cloud server (to prevent unauthorized access from the
inside the Cloud itself). Such monitoring should also
include log file enablement, analyzation, access
validation.

— Cloud security network configuration protocols must
be presented to the internal auditors of the company that
rents the service so that it would be possible to establish
full compliance of these protocols to the established industry
and government established requirements [8; 11].

?. Cloud Service Provider Intrusion Detection and
Activity Monitoring.

Based on the model selected for the service, some of
the followin§ activities can be performed by the IT
department of the company itself or outsourced the Cloud
service provider. If a decision for outsourcing will be made
a prior verification of the ongoing processes would be
necessary to confirm compliance with the company and
industry rules and regulations:

— Verification of the Cloud service provider continues
operation of the vulnerability management.

— Verification of the established firewall, thread
analytics and identity management.

— Verification of functionality of multiple layer security
access protocols.
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— Monitoring of the new activity alerts, change or
activation of the established service, and modification of the
access control list (ACL) or events related to ACL.

— Monitoring of the change or addition to the system
policies that govern users access and roles.

— Establishing of the alert mechanisms and reporting
system that evaluate daily alerts and reduces alerts that can
be false positive.

— Verification of the processes that protect Cloud
infrastructure of the Distributed Denial of Service (DDoS)
attacks[8].

CONCLUSION

Migration to the Cloud will continue everywhere in
world and the rate of this trend will just accelerate in the
very near future. Each company will have its own specific
reason for the move, but majority of them can be combine
into a few very specific tasks: access to the data regardless
of the region; cost of the operation after the move;
flexibility, mobility, and scalability of the delivery platform;
increased collaboration between the development teams
inside the organization as well as outsourced; efficiency in
meeting customer demand for new or improve services and
etc. However, all of these benefits would not be without
cost. The cost will consist of the following: increased
compliance regulations in regard to the customer data; legal
conflicts on what proprietary applications can and cannot
be deployed on the Cloud; lack of visibility and oversite of
the solving performance issues (in case if they arise); possible
latency on the some of the API due to multitude o the issues
related to the Internet connection speed and shared (or
private) connection bandwidth; shared disturbance from
other clients who use the same provider; and, of course,
increased security risks to the data, company business model
and the company growth strategy. What strategy is right
for a specific company will need to be determine based on
that company adaptivity to the changing market situations.
However, if a decision will be made to move to the Cloud,
qualified internal auditors need to be involved from the very
beginning.
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