
Mathematics and Cybernetics – applied aspects 

29

Copyright © 2026, Authors. This is an open access article under the Creative Commons CC BY license

DEVELOPMENT OF METHODOLOGY 
FOR PROCESSING DIFFERENT TYPES 

OF DATA IN INFORMATION AND 
ANALYTICAL SUPPORT SYSTEMS AT 

THE STATE LEVEL
D m y t r o  H o n c h a r u k

Head of Research Laboratory 
Laboratory of Informatization Project Management Problems

Center for Military and Strategic Studies*
ORCID: https://orcid.org/0000-0002-3664-3636

A l e k s a n d r a  K u z i o r
PhD, Doctor of Science, Doctor Honoris Causa, Professor, Head of Department

Department of Applied Social Sciences
Silesian University of Technology

Akademicka str., 2A, Gliwice, Poland, 44-100
ORCID: https://orcid.org/0000-0001-9764-5320

N a d i i a  P r o t a s
Candidate of Agricultural Sciences, Associate Professor

Department of Information Systems and Technologies
Poltava State Agrarian University

Skovorody str., 1/3, Poltava, Ukraine, 36003
ORCID: https://orcid.org/0000-0003-0943-0587 

O l e k s a n d r  R u d e n k o
Candidate of Technical Sciences, Associate Professor 

Department of Computer and Information Technologies and Systems
National University "Yuri Kondratyuk Poltava Polytechnic"

Vitaliia Hrytsaienka ave., 24, Poltava, Ukraine, 36011
ORCID: https://orcid.org/0000-0002-7110-0653

A n d r i i  V e r e t n o v
Candidate of Technical Sciences, Leading Researcher 

Research Department 
Central Scientifically-Research Institute of Armaments and Military Equipment 	

of the Armed Forces of Ukraine
Povitrianykh Syl ave., 28, Kyiv, Ukraine, 03049

ORCID: https://orcid.org/0000-0003-0160-7325
I h o r  P i m o n o v

Candidate of Technical Sciences, Associate Professor
Department of Operation, Testing, and Service of Construction and Road Machinery**

ORCID: https://orcid.org/0000-0001-6100-3529
O l e k s a n d r  Y a r o v y i

Candidate of Technical Sciences, Researcher
Research Institute of Military Intelligence

Yuriy Illenka str., 81, Kyiv, Ukraine, 04050 
ORCID: https://orcid.org/0000-0002-3889-5730

Y e v h e n  S u d n i k o v
Doctor of Philosophy (PhD), Senior Researcher 

Scientific Distance Learning Centre*
ORCID: https://orcid.org/0000-0003-2484-4972

D a n y l o  P l i e k h o v
Assistant

Department of Automation and Computer-Integrated Technologies**
ORCID: https://orcid.org/0009-0004-7873-1716

A n d r i i  S h y s h a t s k y i
Сorresponding author

Doctor of Technical Sciences, Senior Researcher, Professor
Department of Computer Science and Information Systems**

Е-mail: ierikon13@gmail.com
ORCID: https://orcid.org/0000-0001-6731-6390

*National Defence University of Ukraine
Povitrianykh Syl ave., 28, Kyiv, Ukraine, 03063 

**Kharkiv National Automobile and Highway University
Yaroslava Mudroho str., 25, Kharkiv, Ukraine, 61002

The object of the study is the 
system of information and analyti-
cal support of the state level (IAS). 
The problem that is solved in the 
study is increasing the efficiency 
of processing various types of data 
while ensuring the given reliability 
of their processing. The hypothe-
sis of the study is the possibility of 
increasing the level of efficiency of 
processing various types of data in 
the IAS system due to the develop-
ment of methods of their processing.

The originality of the proposed 
methodology is:

– carrying out a comprehensive 
calculation of the uncertainty of 
various types of data in IAS systems 
according to 5 indicators, which 
allows to increase the accuracy of 
the initial setting of the IAS system;

– increasing the efficiency and 
reliability of the synchronization 
process of various types of data due 
to the use of an improved synchroni-
zation procedure;

– increasing the level of efficiency 
and reliability of the calculation 
process and aggregation of data cir-
culating in the IAS system due to the 
use of the appropriate procedure;

– increasing the efficiency and 
reliability of the process of separa-
tion of various types of data circu-
lating in the IAS system due to the 
use of the appropriate procedure;

– increasing the reliability of 
processing various types of data in 
IAS systems due to multi-level deep 
learning of knowledge bases, using 
evolving artificial neural networks;

– carry out unambiguous classi-
fication of data, their attributes cir-
culating in IAS systems due to the 
use of artificial immune detectors, 
which increases the accuracy of set-
ting up the IAS system and the reli-
ability of processing various types 
of data.

The proposed technique ensures 
an increase in the efficiency of pro-
cessing various types of data due to 
the use of additional procedures at 
the level of 24−28%, which is con-
firmed by the results of a computa-
tional experiment

Keywords: intelligent decision 
support systems, data uncertainty, 
data processing efficiency

UDC 004.81
DOI: 10.15587/1729-4061.2026.367958

How to Cite: Honcharuk, D., Kuzior, A., Protas, N., Rudenko, O., Veretnov, A., Pimonov, I., Yarovyi, O., Sudnikov, Y., 
Pliekhov, D., Shyshatskyi, A. (2026). Development of methodology for processing different types of data in information and 

analytical support systems at the state level. Eastern-European Journal of Enterprise Technologies, 4 (4 (142)), 29–38.  
https://doi.org/10.15587/1729-4061.2026.367958

Received 17.04.2026
Received in revised form 23.06.2026
Accepted 01.07.2026
Published 12.08.2026

1. Introduction

Information and analytical support (IAS) is an integral 
component at all levels of management, regardless of the field 

of use and the specifics of the tasks to be solved [1, 2]. A sig-
nificant factor in the growth of the role of IAS in the modern 
world is the rapid growth of the volume of various types 
of data, the processing of which must be carried out [3, 4].  
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Also, in addition to the volume of various types of data, there 
are constantly increasing requirements regarding the prompt-
ness, reliability, and timeliness of their processing [5].

Under these conditions, classical approaches to the pro-
cessing of various types of data are either not possible and/or 
not expedient for several reasons [1, 6‒8]:

– the subjectivity of carrying out the processing of differ-
ent types of data;

– insufficient efficiency of processing various types of data;
– incompleteness of analysis of the volume of various 

types of data to be processed;
– lack of ability to conduct parallel processing of several 

streams of different types of data at the same time;
– weak adaptation of existing approaches to processing 

various types of data to dynamic changes in volume, type, as 
well as filling various types of data, etc.

That is why intelligent decision support systems (IDSS) 
with appropriate hardware and software are used to eliminate 
the above problematic issues. At the same time, there are sep-
arate problematic issues in modern IDSS [9, 10]:

– insufficient efficiency (according to defined evaluation 
criteria) of performing information and calculation tasks in 
conditions of uncertainty and incompleteness of initial data;

– weak adaptation to non-standard and atypical situations 
that arise during the functioning of IDSS;

– difficulty of unambiguous interpretation of various 
types of data circulating in IDSS, etc.

Taking into account the above, one of the options for in-
creasing the efficiency of the functioning of the IDSS, which 
function under the conditions of the complex influence of 
destabilizing factors, is the development of a methodology for 
processing various types of data in information and analytical 
support systems at the state level.

Therefore, study aimed at improving the efficiency of pro-
cessing various types of data in state-level information and ana-
lytical systems is relevant and warrants further scientific study.

2. Literature review and problem statement

Work [11] identifies the main advantages and disad-
vantages of cognitive algorithms. The disadvantages of this 
approach include the lack of consideration of the type of 
uncertainty and the inability to search in different directions 
by several agents. In the study, insufficient attention was paid 
to the principles and procedure of calculations, their effec-
tiveness according to a certain criterion, and a comparative 
assessment of the specified approach was not carried out in 
comparison with the known ones.

Work [12] presents an approach focused on searching for 
hidden information in large data sets. The method is based on 
analytical baselines, variable reduction, rarefied feature de-
tection, and rule formation. The disadvantages of this method 
include the impossibility of taking into account different deci-
sion-making strategies, and the lack of taking into account the 
type of uncertainty of the initial data. In the study, insufficient 
attention was paid to the principles and procedure of calcula-
tions, their effectiveness according to a certain criterion, and 
a comparative assessment of the specified approach was not 
carried out in comparison with the known ones.

Works [13, 14] provide an approach to the transformation 
of information models of objects to their equivalent struc-
tural models. This mechanism is designed to automate the 
necessary conversion, modification, and addition operations 

during such information exchange. The disadvantages of this 
approach include the impossibility of assessing the adequacy 
and reliability of the information transformation process, as 
well as carrying out an appropriate correction of the obtained 
models. In the study, insufficient attention was paid to the 
principles and procedure of calculations, their effectiveness 
according to a certain criterion, and a comparative assessment 
of the specified approach was not carried out in comparison 
with the known ones.

In work [15], a method of fuzzy hierarchical evaluation 
is proposed, which allows for an assessment of the quality of 
library service. The disadvantages of the specified method in-
clude the impossibility of assessing the adequacy and reliabil-
ity of the assessment and determining the assessment error 
accordingly. In the study, insufficient attention was paid to the 
principles and procedure of calculations, their effectiveness 
according to a certain criterion, and a comparative assessment 
of the specified approach was not carried out in comparison 
with the known ones. 

In work [16], an analysis of the 30 most common Big Data 
algorithms was carried out. It was established that the analysis 
of large data sets should be carried out layer by layer, take place 
in real time, and be able to self-learn, find a solution in different 
directions, and take into account the noise of the data.

Works [17, 18] present approaches for evaluating various 
types of data for support and decision-making systems based 
on the clustering of a basic set of input data, after which 
system training takes place based on the analysis. However, 
given the static architecture of artificial neural networks, an 
accumulation of error occurs.

In the work [19], a comparative analysis of existing decision 
support technologies was carried out, namely: the method of 
analyzing hierarchies, neural networks, the theory of fuzzy 
sets, genetic algorithms, and neuro-fuzzy modeling. The advan-
tages and disadvantages of these approaches are indicated. For 
the tasks of assessing the state of hierarchical systems in condi-
tions of risk and uncertainty, the use of the theory of artificial 
neural networks and gradient algorithms is justified. 

In work [20], approaches to the structural-target analysis 
of the development of weakly structured systems are devel-
oped. At the same time, the problem is defined as the incon-
sistency of the existing state of the weakly structured system 
with the necessary one. At the same time, the disadvantages 
of the proposed approaches include the problem of local 
optimum, the lack of consideration of the system’s comput-
ing resources, as well as the inability to conduct searches in 
several directions.

Analyzing works [11–20] showed that the common short-
comings of the above-mentioned studies are:

– not enough attention is paid to considering the effec-
tiveness of the mathematical apparatus that forms the basis 
of their work;

– lack of systematic consideration of the issue of mini-
mizing the uncertainty of various types of data in IAS under 
conditions of uncertainty;

– insufficient attention is paid to the issue of finding lost 
data in IAS in conditions of uncertainty;

– the issue of processing heterogeneous data in IAS in 
conditions of complex influence of destabilizing factors re-
mains little researched.

All this allows to state that it is expedient to conduct a study 
dedicated to increasing the efficiency of processing various 
types of data in information and analytical systems under 
conditions of uncertainty.
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3. The aim and objectives of the study

The aim of the study is to increase the efficiency of pro-
cessing various types of data in state-level IAS systems due 
to the development of a methodology for processing various 
types of data in state-level IAS systems. This will allow com-
prehensive, objective, and complete decision-making regard-
ing the management of processing parameters of various 
types of data in IAS systems at different levels of their func-
tioning (individual elements of the IAS system). Also, this will 
make it possible to develop (improve) the software of modern 
and promising IAS systems by integrating the proposed meth-
odology into the corresponding software. 

To achieve the aim, the following objectives were set:
– to develop a set of procedures for processing various types 

of data in state-level information and analytical support systems;
– to evaluate the effectiveness of the proposed methodolo-

gy according to the defined indicators and evaluation criteria.

4. Materials and methods

The object of the study is the IAS system. The hypothesis of 
the study is the possibility of increasing the level of efficiency 
of processing various types of data in the IAS system due to the 
development of methods for processing various types of data. 

The assumptions of this study are the possibility of in-
creasing the efficiency of the functioning of the information 
and analytical support system due to the development of new 
approaches to the processing of various types of data.

Simplifications of this study are:
– data on the input of the IAS system are received evenly 

during the observation period;
– the type of data received at the input of the IAS system 

during the observation period does not change;
– the effect of the destructive effect system on the IAS sys-

tem is unchanged during the observation period.
In the course of the study, the following methods of the 

study were used:
– general scientific method of analysis – for decomposing 

problematic issues of the functioning of the IAS system, pro-
cessing various types of data, and forming databases when they 
perform tasks as intended. Also, the general scientific method 
of analysis is used to determine the advantages and disadvan-
tages of known approaches to the processing of various types 
of data in IAS systems when they perform tasks as intended;

– general scientific method of synthesis – to substantiate the 
most expedient approaches to the processing of various types 
of data in IAS systems when they perform tasks as intended;

– artificial neural networks, with an evolving structure – 
for active database learning, when processing various types 
of data. The specified mathematical apparatus provides the 
possibility of adaptation to the required number of data flows 
and types circulating in the state-level IAS system;

– artificial immune detectors – for verification of the 
structure of the IAS system and classification of data cir-
culating in it. The specified mathematical apparatus allows 
for unambiguously classifying the data and structure of the 
IAS system and level the role of the human factor in the pro-
cessing of various types of data and data interpretation;

– improved combined bio-inspired algorithm [19] – for 
performing basic procedures for processing various types of 
data in the IAS system. This approach was chosen for the 
possibility of parallel use of several bio-inspired algorithms, 

which increases the efficiency and reliability of processing 
various types of data.

As an object for carrying out a computational experiment, 
the present study adopted a system for communication and 
informatization of the strategic grouping of troops (forces). 
The strategic grouping of troops (forces) is formed according 
to the state of martial law (typical state). Mode of operation 
of the communication system and information systems – sta-
bilization operation.

The hardware of the research process is server equipment 
with the following configuration:

– Intel Xeon Platinum 8592+ Qs Cpu Lga4677 1.9 Ghz 
64 Cores 128 Threads – 4 pcs;

– RAM – 8 TB;
– Video card 4 × NVIDIA H100 PCIe/SXM5.
The number of information sources for processing is 

600 units. 
Research Software – Microsoft Visual Studio 2022 (USA). 
The final processing of the research results was car-

ried out on the Acer Aspire 515 laptop, based on the AMD 
Ryzen 5 processor.

An important issue in the field of artificial intelligence is 
how to obtain hidden (valuable) disparate data and measure 
its uncertainty. This work examines the measurement of un-
certainty for various types of data circulating in the IAS sys-
tem and provides its application in attribute reduction. 

Randomness and vagueness are the two main types of 
uncertainty. Randomness means that there is no clear causal 
link between conditions and outcomes, as the conditions for 
events are insufficient. Fuzzy refers to whether an array of 
data about an object corresponds to this concept, which is 
difficult to define, and has no clear meaning in nature because 
there is no definite limit in quantity. Unlike randomness and 
vagueness, roughness is another kind of uncertainty that 
researchers have been paying more and more attention to in 
recent years. This refers to distinguishing arrays of data about 
objects due to incompleteness or inaccuracies of knowledge. 
The uncertainty measurement for the IAS system reflects the 
classification capacity of this system, which significantly af-
fects the accuracy of data classification [17, 19].

In physics, entropy is often used to measure the degree 
of disorder in a system. The greater the value of entropy, the 
higher the level of disorder in the system. The study applied 
the concept of entropy in physics to information theory to 
measure the uncertainty of the IAS system [17, 19].

5. Research on the development of methods  
of processing various types of data in state-level 

information and analytical support systems

5. 1. Development of a set of procedures for process-
ing various types of data in state-level information and 
analytical support systems

The set of procedures proposed for processing various 
types of data in state-level IAS systems consists of the follow-
ing sequence of actions:

Action 1. Entering initial data about the state-level 
IAS system. 

Initial data on the IAS system and the conditions of its 
functioning are entered. 

The following output data are entered:
– the total number of radio-electronic countermeasu

res (RECs) that affect the mining elements of the IAS system;
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– total number of means of cyber influence, intensity of 
cyber influence on the IAS system;

– type of cyberattacks that act on the IAS system in each 
element of the IAS system;

– spectral-energy parameters of obstacles of the REC 
means affecting the mining elements of the IAS system;

– the number of means of fire damage that act in the field 
of operation of the mining elements of the IAS system;

– available computing resources that can be directed to 
solving a specific type of information and calculation task;

– type of data by categories to be processed in the IAS system;
– volumes of data for each category that must be pro-

cessed by the IAS system;
– intensity of fire impact on mining elements of the 

IAS system, etc.
Action 2. Verification of information about the IAS system 

and data circulating in it.
A classification binary tree is used to verify information 

about the IAS system and the data circulating in it. Formally, 
such a structure of a hierarchical verification system is speci-
fied recursively in the following way:
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The output of the detector is adjusted to be 0 if the input 
data xl, those circulating in the IAS system belong to the class 
with the label c Ll� �  and 1, if input data xl IAS systems belong 
to the class with the label c Ll� � .
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Application function � j
i� �  the output set of data class labels 

in the IAS system allows to unambiguously search for the data 
class label in the IAS system circulating in it.

Action 3. Determination of the degree of uncertainty of 
various types of data on IAS according to certain indicators.

Action 3. 1. Calculation of the uncertainty of the IAS system.
This study used the following uncertainty estimation 

indicators about the IAS system (data detail indicators, data 
information entropy, coarse entropy, data volume, fuzzy en-
tropy for fuzzy relation for a separately defined data category) 
to measure uncertainty.

Action 3. 1. 1. Calculation of the degree of data detail for 
the IAS system.

Let the IAS system be described as (U, A), where А – the 
final set of attributes of the IAS system, В – finite set of one-di-
mensional noise variables, B A⊆ .  Then the degree of detail of 
the data in the information and analytical subsystem (U, B) 
IAS systems are defined as follows

G B
n

Xi
i

m

� � � �
�
�1

2
2

1
, 	 (3)

where G – fuzzy data granule, U – nonempty finite set, 
U = {x1, x2, …, xn}; RB – equivalence relation on U; U R X X XB m\ { , , , }.* � �1 2 

U R X X XB m\ { , , , }.* � �1 2
Expression (3) illustrates that the degree of detail of the 

data in the IAS system is based entirely on the information 
structure of this fuzzy relation.

The limitation of data granulation values in the IAS sys-
tem under conditions of uncertainty is determined as follows

1 1
n

G B� � � � . 	  (4)

Moreover, if RB* ,� �  then G(B) reaches the minimum 
value 1 n;  if RB* ,��  then G(B) reaches the maximum value 1.

The detailing of data in the IAS system corresponds to 
the characteristics of granulation calculations and clarifies 
data from different levels of the IAS system. This indicator 
decreases monotonically as the equivalent class of data circu-
lating in the IAS system is refined. 

Action 3. 1. 2. Calculation of information entropy for the 
IAS system.

Information entropy of the information and analytical 
subsystem (U, B) IAS systems have been defined

H R
X
n

X
n

i

i

m
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1
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where

U R X X XB m\ , , , .* � �� �1 2

Action 3. 1. 3. Calculation of coarse entropy for the 
IAS system.

Rough entropy is used to measure the degree of detail. Coarse 
subsystem entropy (U, B) IAS systems are defined as follows

E B
X
n Xr
i

ii

m
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�
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1
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where

U R X X XB m\ , , , .* � �� �1 2

Action 3. 1. 4. Calculation of the amount of data for the 
IAS system. Subsystem data scope (U, B) in the IAS system,  
it is proposed in the following definition
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X
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m
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�
�
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, 	 (7)

where

U R X X XB n\ , , , .* � �� �1 2

Action 3. 1. 5. Definition of fuzzy entropy for a fuzzy rela-
tion for a separately defined IAS system data category.
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Let R IU U� � , where U ‒ not an empty finite set, R ‒ fuzzy 
set, I ‒ the set of all fuzzy relations on U. 

For any x U∈ ,  defined G x y R x yR � �� � � �� , ,  � �y U . 
GR(x) ‒ granule of fuzzy point information x regarding R. 
Fuzzy entropy then R defined as

H R
X
n

G x

n
i R

i

m
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�
� log ,2

1
 x Xi∈ . 	 (8)

Fuzzy entropy can be seen as an extension of Shannon 
entropy. 

Action 4. Classification of data circulating in IAS.
A tree of classifiers is used to classify data in this study.  

A set of training rules is drawn up for each detector. By speci-
fying a different set of such sets of rules, it is possible to form 
a group of detectors, each of which is built on the basis of an 
evolving artificial neural network. Detectors within each such 
group are combined into a classifier based on one-vs-all, one-
vs-one, or various derivative variations. 

In the first approach, each detector F k mjk
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Table 1 shows the characteristics of the considered schemes 
for combining detectors into a multi-class model designed to 
correlate various types of input data circulating in the IAS sys-
tem with one or more of (m + 1) class labels.

The ratio of correctly classified cases (TP + TN)/(TP + 
+ TN + FP + FN) is described as several actions based on the 
results of a mixed matrix, such as the accuracy of correctly 
classified various types of data circulating in the IAS system.

TP, FN, FP, and TN ‒ number of true positive results, 
false negative (false positive) results, and true negative results. 
Specific measurements are used to verify each classification 
approach and assess its accuracy, sensitivity, and F1 estimate 
for each classification approach of various types of data cir-
culating in the IAS system. Estimates used in this study are: 
accuracy (11), error (12), reactivity (13), and F1 score (14):

Accuracy = (TP + TN)/(TP + FP + FN + TN),	 (11)

Precision = TP / (TP + FP),	 (12)

Recall = TP / (TP + FN),	 (13)

F1 = 2 × Precision × Recall/(Precision + Recall).	 (14)

TP, FN, FP and TN are determined by the number of real 
positive cases, the number of false negative cases, and the 
number of true negative cases from the classification of vari-
ous types of data.

Table 1

Characteristics of detector combining circuits

Unification 
scheme

Number of 
detectors to 
be trained

The minimum 
number of de-

tectors involved 
in the classifica-
tion of various 
types of data

The maximum 
number of detec-
tors involved in 

the classification 
of various types 

of data

One-to-all m m m

One-to-one m m�� � �1
2

m m�� � �1
2

m m�� � �1
2

Classification 
binary tree m 1 m

Directed  
acyclic graph

m m�� � �1
2

m m

Fuzzy cognitive 
model (m ⋅ x) ⋅ m (m ⋅ x) (m ⋅ x) ⋅ m

Genetic  
algorithm (m ⋅ x) m (m ⋅ x)

Action 5. Dispersion analysis for each type of data circu-
lating in the IAS system.

In this work, the standard deviation coefficient is applied 
to analyze the effectiveness of the proposed measures.

Let’s suppose that Xi = {x1, …, xn} this is a set of various 
types of data circulating in the IAS system. Then the arithme-
tic mean, the standard deviation, and the standard deviation 
coefficient X, what are marked x ,  σ(X) and CV(X), accord
ingly, they are defined as follows:

x
n

xi
i

n
�

�
�1

1
,

� X
n

x xi
i

n

� � � �� �
�
�1 2

1
,

CV X
X
x

� � � � ��
. 	 (15)

Action 6. Carrying out a correlation analysis of each type 
of different types of data circulating in the IAS system.

In statistics, the Pearson correlation coefficient is a mea-
sure of the strength of a linear correlation between two sets of 
different types of data.

Let’s suppose that Xi = {x1, …, xn} and Y = {y1, …, yn} there 
are two sets of different types of data. Pearson correlation 
coefficient between X and Y, which is denoted as r(X, Y) and 
defined accordingly

r X Y
x x y y

x x y y

i i
i

n

i
i

n

i
i

n
, ,� � �

�� � �� �

�� � �� �
�

� �

�

� �

1

2

1

2

1

	 (16)

where x
n

xi
i

n
�

�
�1

1
,  y

n
yi

i

n
�

�
�1

1
.

Correlation between X and Y can be obtained according 
to the Table 2.
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Table 2

Corresponding correlation between X and Y

r(X, Y) Correlation between X and Y Abbre-
viation

r(X, Y) = 1 Fully positive correlation CPC

0.7 ≤ r(X, Y) < 1 Positive correlation HPC

0.4 ≤ r(X, Y) < 0.7 Moderate positive correlation MPC

0 < r(X, Y) < 0.4 Weak positive correlation LPC

r(X, Y) = 0 Lack of correlation NC

-0.4 < r(X, Y) < 0 Weak negative correlation LNC

‒0.7 ≤ r(X, Y) < ‒0.4 Moderate negative correlation MNC

‒1 ≤ r(X, Y) < ‒0.7 Negative correlation HNC

r(X, Y) = ‒1 A completely negative correlation CNC

Thus, an IAS system architecture is proposed, differing 
in the use of an equivalence relation on a plurality of objects 
to measure the uncertainty of the IAS system, and providing 
a reduction of multivariate analyzed attributes based on data 
granulation and information entropy.

Action 6. Separation of various types of data circulating in 
the IAS system.

The procedure for separating the various types of data 
circulating in the IAS system is described by the following 
sequence of actions [21]:

6. 1. List received L (the result of the procedure for synchro-
nizing various types of data circulating in the IAS system).

6. 2. Create an empty list R JSONObject ,  what contains 
different types of data according to the template "Parameter 
Template". 

6. 3. For each element of the list L, execute:
6. 3. 1. Split the elements according to the ‘Data Source 

Template” template and get the list Ls.
6. 3. 2. For each element of the list Ls execute: split items 

according to "Parameter Template" template and add to list Lp.
For each list item Lp execute: create a new object, which 

information needs to be processed JSONObject. Save the re-
ceived data to a crafted object JSONObject, information about 
which needs processing, according to the parameter template. 
Add object to list R JSONObject .

6. 4. Return the list R JSONObject .
Action 7. Calculation and aggregation of data circulating 

in the IAS system.
Information and settlement operations are carried out in 

accordance with the proposed combined algorithm given in 
the study [19].

As a result of the system analysis of the collection process 
and data structure of the IAS system, a procedure for aggre-
gation of various types of data is proposed in accordance with 
the concept of a data lake [21]

S DT i
nST SS j

mST E IS DS
k

pE� � � � � � � � � �1 1 1
, , , , , 	 (17)

where DT
i

nST� � �1
 – a set of templates of various types of data 

circulating in the IAS system; nST – the number of tem-
plates of various types of data circulating in the IAS system; 
SS

j

mST� � �1
 – methods of dividing various types of data circulat-

ing in the IAS system; mST – the number of types of various 
types of data circulating in the IAS system; E

k

pE� � �1
 – a set of 

executors of tasks of collecting various types of data circu-
lating in the IAS system; IS – the method of indexing data in 

the storage of the lake of data circulating in the IAS system; 
DS – the structure of the lake of various types of data circulat-
ing in the IAS system.

Action 8. Indexing of various types of data circulating in 
the IAS system.

To improve the efficiency of the collection and storage of 
various types of data, a procedure for indexing them is pro-
posed [21]. Each file stored in a store of different types of data 
is a pair t, ,ν  where t ‒ time of generation of various types of 
data, v ‒ the value of various types of data.

Clarification on the application of the proposed procedure 
for indexing miscellaneous data:

1. The_root_to_store_heterogeneous_data ‒ root directory 
for storing data.

2. ot_IDn ‒ object template identifier n.
3. od_IDm ‒ unique object identifier m.
4. ds_IDk ‒ unique source identifier of a given object to k.
5. p_IDl ‒ the unique parameter identifier of this source l.
6. f_IDp ‒ unique parameter file identifier p.
For simplicity and reduction of processing time of various 

types of file data, a name is assigned that contains time t data 
block generation.

Action 9. Synchronization of various types of data circu-
lating in the IAS system.

The procedure for synchronizing data circulating in the 
IAS system consists of the following sequence of actions [21]:

1. A set of different types of data was obtained P. At the 
specified stage, the value of uncertainty about information 
sources is taken into account, according to expressions (3)–(8).

2. Create empty lists L t,di  for storing objects L t,di ��, 
I = 1, n where n ‒ number of templates of objects for which 
information is to be processed, t ‒ data generation time d(d in 
the form JSONObject (JavaScript Object Notation).

3. For each element of the received data package, follow 
the following steps:

3. 1. Determine the object for which information is to be 
processed according to the key parameters included in the 
received data.

3. 2. If the object for which the information to be pro-
cessed is not found in the list Lk, which corresponds to a given 
object in a pattern, k = 1, n that’s it.

3. 2. 1. Create a new object JSONObject. 
3. 2. 2. Save the received data to a crafted object JSONObject 

in accordance with the object pattern.
3. 2. 3. Add the created object to the list Lk.
Otherwise:
3. 2. 4. Sort all data about the found object by time time-

stamp T object data block generation.
3. 2. 5. Save the received data to a crafted object JSONObject 

in accordance with the template of the object for which the 
information is to be processed.

3. 2. 6. Display list L.
Action 10. Training of IAS knowledge bases.
In the course of performing the specified procedure, 

IAS knowledge bases are trained using the deep learning method 
based on the use of evolving artificial neural networks [19]. This 
procedure uses multi-level learning due to the configuration of 
the architecture of the artificial neural network, as well as the 
type and parameters of the membership function.

Action 11. Determination of the amount of necessary 
computing resources for IAS.

In order to prevent looping of calculations on actions 1−10 
of the specified technique and to increase the reliability of 
processing various types of data, the load of the IAS system 
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is additionally determined. If the specified computational 
complexity threshold is exceeded, the number of software 
and hardware resources that must be additionally attracted is 
determined using the method proposed in work [19].

5. 2. Evaluation of the effectiveness of the method of 
processing various types of data in the systems of infor-
mation and analytical support at the state level

To determine the effectiveness of the method of processing 
various types of data in the systems of information and ana-
lytical support at the state level, its modeling was carried out. 
The simulations were carried out when solving the task of pro-
cessing heterogeneous data of the communication system and 
the informatization of the strategic grouping of troops (forces) 
under the given initial conditions.

The general computational experiment is laid out on 
281 sheets; in this section, only its separate part is presented.

A computational experiment was carried out with four 
sets of different types of data obtained from the machine 
learning database repository, which is shown in Table 3, and 
a comparison of four tools for measuring the uncertainty of 
the IAS system was carried out.

The following data sets from the machine learning database 
repository are selected. Table 3 provides information for these 
sets of various types of data circulating in the IAS system.

Table 3

4 datasets from the machine learning database repository

No. Data set Number of 
IAS elements

Scal-
able

Ordi-
nal

Nomi-
nal Classes

1 Set 1 368 5 2 15 2

2 Set 2 583 5 4 1 2

3 Set 3 155 2 4 13 2

4 Set 4 270 1 6 6 2

Set 1 describes the information and analytical subsystem 
of the IAS system (U, A) and its properties with the help of 
U A= =368 23,  . Marked Ai = {a1, …, ai} (i = 1, …, 23). Then 
for everyone i there is an equivalence relation induced by Ai  
in set 1. The four sets of measures in set 1 are defined as follows:

X G R G RG A AHe� � � � � � � �� �1 23

* *, , ,  

X E R E RE A AHe� � � � � � � �� �1 23

* *, , ,

X E R E RE r A r Ar
He� � � � � � � �� �1 23

* *, , ,

X H R H RH A AHe� � � � � � � �� �1 23

* *, , . 	 (18)

Set 2 describes the information and analytical subsystem 
of the IAS system (V, B) and its properties with the help of 
|V| = 583, |B| = 1. Marked Bi = {b1, …, bi} (i = 1, …, 11). Then for 
everyone i there is an equivalence relation induced by Bi  in set 2.  
The four sets of measures in set 2 are defined as follows:

X G R G RG B BID� � � � � � � �� �1 11

* *, , ,

X E R E RE B BID� � � � � � � �� �1 11

* *, , ,

X E R E RE r B r Br
ID� � � � � � � �� �1 11

* *, , ,  

X H R H RH B BID� � � � � � � �� �1 11

* *, , . 	 (19)

Set 3 describes the information and analytical subsystem 
of the IAS system (W, C) and its properties with the help of 
|W| = 155, |C| = 20. Marked Ci = {c1, …, ci} (i = 1, …, 20). Then 
for everyone i there is an equivalence relation induced by Ci  
in set 3. The four sets of measures in set 3 are defined as follows:

X G R G RG C CHs� � � � � � � �� �1 20

* *, , ,

X E R E RE C CHs� � � � � � � �� �1 20

* *, , ,

X E R E RE r C r Cr
Hs� � � � � � � �� �1 20

* *, , ,  

X H R H RH C CHs� � � � � � � �� �1 20

* *, , .	 (20)

Set 4 describes the information and analytical subsystem 
of the IAS system (X, D) and its properties with the help of 
|X| = 270, |D| = 14. Then for everyone d D∈ ,  Rd ‒ fuzzy ratio 
caused by set 4. Marked Di = {d1, …, di} (i = 1, …, 14). Then for 
everyone i, RDi

*  will be the equivalence relation induced by Di  
in set 4. The four sets of measures on set 3 are defined as follows:

X G R G RG D DHt� � � � � � � �� �1 14

* *, , ,  

X E R E RE D DHt� � � � � � � �� �1 14

* *, , ,

X E R E RE r D r Dr
Ht� � � � � � � �� �1 14

* *, , ,  

X H R H RH D DHt� � � � � � � �� �1 14

* *, , . 	 (21)

Data granulation G that gross entropy Er monotonically 
decrease with increasing equivalence ratio. At the same time, 
the data quantity E and the information entropy H increase 
monotonically as the equivalence ratio increases. This means 
that the uncertainty of the fuzzy relation decreases as the 
equivalence relation increases.

Thus, data granulation G, rough entropy Er, data volume E  
and information entropy H can be applied to measure the 
uncertainty of the IAS system.

To further evaluate the effectiveness of the proposed 
measures for the IAS system, the Friedman and Bonfer-
roni-Dan tests are listed below. The Friedman test ‒ is a sta-
tistical test that uses algorithm ranking. Friedman’s statistic 
is defined as

�F i
i

kN
k k

r
k k2 2

2

1

12
1

1
4

�
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�� ��

�

�
�

�

�

�
�

�
� , 	 (22)

where k ‒ the number of algorithms, N ‒ the number of sets of 
different types of data, ri ‒ average rating i-th algorithm. When 
k and N quite large, Friedman’s statistics correspond to the 
distribution χ2 with k ‒ 1 degrees of freedom. However, such 
a Friedman criterion is too complex and is usually replaced by 
the following statistics

F
N

N kF
F

F
�

�� �
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1
1

2

2

�

�
. 	 (23)

The FF statistic corresponds to the Fisher distribution of 
k ‒ 1 and (k ‒ 1, N ‒ 1) degrees of freedom. If the statistical 
indicator FF exceeds the critical value Fα(k ‒ 1, N ‒ 1), this 
means that the null hypothesis is rejected according to Fried-
man’s criterion. The Bonferroni-Dunn test can be used to 
further study which algorithm is better from a statistical point 
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of view. If the average distance level exceeds the critical value 
CDα, then the performance of the two algorithms will differ 
significantly. Critical value CDα denoted as

CD q
k k

N� ��
�� �1

6
, 	 (24)

where qα ‒ critical tabular value for the test, and α ‒ signifi-
cance level of the Bonferroni-Dunn test. Below, four indicators 
of data uncertainty in the IAS system are considered as four 
algorithms, and statistical significance is demonstrated using 
the Friedman test and the Bonferroni-Dunn test (Table 4).

Based on the CV values of the four indicators, the ranking 
of the four indicators with four data sets, respectively, is given.

Table 4

Ranking of CV values of four indicators 	
by four data sets

Datasets G E Er H

Set 1 4 1 3 2

Set 2 3 1 2 4

Set 3 4 1 3 2

Set 4 3 1 4 2

Average 3.5 1 3.0 2.5

A Friedman test was performed to find out if the CV values 
for the four measures differ significantly, respectively. For four 
indicators and four data sets, FF corresponds to a distribution 
with 3 and 9 degrees of freedom. Then it is easily possible to 
determine the statistics FF = 7. Note that the critical value 
of the Fisher distribution F0.05 (3,9) equals 3.863. Obviously,  
that 7 > 3.863. This means that at a significant level α = 0.05 
it is necessary to reject the null hypothesis, which means that 
the CV values of the four indicators differ significantly.

To further demonstrate a significant difference between 
the four measures, the Bonferoni-Danna test is introduced. 
For a significant level α = 0.05 the corresponding critical dis-
tance was calculated CDα = 2.569. 

As can be seen from Table 3, 4, increasing the efficiency of 
processing various types of data is achieved due to the use of 
a set of improved procedures at the level of 24−28% due to the 
use of additional procedures.

6. Discussion of the results of the development  
of the method of processing various types of data  

in information and analytical support systems 

The advantages of the proposed method of processing 
various types of data in state-level information and analytical 
support systems are as follows:

– conduct a multi-level and systematic assessment of the 
state of processing of various types of data using the proposed 
set of analytical expressions. This will allow a comprehensive 
and objective assessment of the state of processing of various 
types of data in IAS systems, both its individual elements and 
the IAS system as a whole (expressions (1)‒(24)), compared 
to works [4, 5];

– carry out a comprehensive calculation of the uncertainty 
of various types of data in IAS systems according to 5 indi-
cators (expressions (3)‒(8)), which allows for increasing the 

accuracy of the initial setting of the IAS system, compared to 
robots [3, 7];

– increase the efficiency and reliability of the synchro-
nization process of various types of data by using an im-
proved synchronization procedure (action 9), compared to 
works [11, 17];

– increase the efficiency of the indexing process of various 
types of data by using an improved indexing procedure (ac-
tion 8), compared to works [13, 15];

– increase the efficiency and reliability of the process of 
calculation and aggregation of data circulating in the IAS sys-
tem due to the use of the appropriate procedure (action 7), 
compared to works [9, 12];

– increase the efficiency and reliability of the process of 
separation of various types of data circulating in the IAS sys-
tem due to the use of the appropriate procedure (action 6), 
compared to works [9, 12];

– reduce the loss of reliability of processing various 
types of data by verifying information about the IAS sys-
tem and the data circulating in it (action 2), compared to 
works [4, 7];

– attract additional computing resources (if necessary) 
(action 11), which achieves the prevention of looping of the 
methodology’s work, compared to study [13, 16];

– increase the reliability of processing various types of 
data in IAS systems due to multi-level deep learning of knowl-
edge bases, using evolving artificial neural networks (action 
10) compared to works [11, 18];

– carry out an unambiguous classification of data, their 
attributes circulating in IAS systems due to the use of ar-
tificial immune detectors (action 3), which achieves an 
increase in the accuracy of setting up the IAS system and 
the reliability of processing various types of data, compared 
to works [12, 18].

The proposed technique should be used as software for auto-
mated troop control systems such as "Dzvin-AS", "Oreanda-PS", 
as well as integrated information systems such as "Delta".

The limitations of the study are the need to take into ac-
count the delay time for collecting and proving information 
from sensors (sensors) of the IAS system. 

Disadvantages of the proposed method of processing 
various types of data in state-level information and analytical 
support systems include:

– significant time for the initial adjustment of the IAS sys-
tem to the operating conditions;

– taking into account the delay time of information receipt 
from technical sources of extraction of the IAS system.

The proposed technique allows:
– conduct modeling of the state of processing of various 

types of data circulating in the IAS system under the condi-
tions of complex influence of destabilizing factors;

– determine effective measures to increase the level of 
reliability of processing various types of data circulating in 
the IAS system;

– comprehensively assess the change in the level of re-
liability and efficiency of processing various types of data 
circulating in the IAS system, and the effects of control on the 
process of processing various types of data.

7. Conclusions

1. The study proposes a set of procedures for processing 
various types of data in state-level information and analytical 
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support systems. The originality of the proposed set of proce-
dures is:

– conducting a multi-level and systematic assessment 
of the state of processing of various types of data using the 
proposed set of analytical expressions. This will allow a com-
prehensive and objective assessment of the state of processing 
of various types of data in IAS systems, both its individual 
elements and the IAS system as a whole;

– carrying out a comprehensive calculation of the un-
certainty of various types of data in IAS systems according 
to 5 indicators, which allows to increase the accuracy of the 
initial setting of the IAS system;

– increasing the efficiency and reliability of the synchro-
nization process of various types of data due to the use of an 
improved synchronization procedure;

– increasing the efficiency of the indexing process of 
various types of data due to the use of an improved indexing 
procedure;

– increasing the level of efficiency and reliability of the 
calculation process and aggregation of data circulating in the 
IAS system due to the use of the appropriate procedure;

– increasing the efficiency and reliability of the process of 
separation of various types of data circulating in the IAS sys-
tem due to the use of the appropriate procedure;

– reducing the loss of reliability of processing various 
types of data due to the verification of information about the 
IAS system and the data circulating in it;

– carrying out the attraction of additional computing 
resources (if necessary), which achieves the prevention of 
looping of the methodology;

– increasing the reliability of processing various types of 
data in IAS systems due to multi-level deep learning of knowl-
edge bases, using evolving artificial neural networks;

– carry out unambiguous classification of data, their attri-
butes circulating in IAS systems due to the use of artificial im-
mune detectors, which increases the accuracy of setting up the 
IAS system and the reliability of processing various types of data.

2. The proposed technique ensures an increase in the 
efficiency of processing various types of data due to the use 
of additional procedures at the level of 24−28%, which is con-
firmed by the results of a computational experiment.
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